
Privacy Awareness 
Resources 

 

1. Privacy Act of 1974:  https://www.govinfo.gov/content/pkg/USCODE-2018-
title5/pdf/USCODE-2018-title5-partI-chap5-subchapII-sec552a.pdf  

2. E-Government Act of 2002:  https://www.gpo.gov/fdsys/pkg/PLAW-
107publ347/html/PLAW-107publ347.htm 

3. Federal Information Security Modernization Act of 2014 
(FISMA):  https://www.congress.gov/113/bills/s2521/BILLS-113s2521enr.pdf 

4. Intelligence Reform and Terrorism Prevention Act of 2004 (IRTPA):   

https://www.govinfo.gov/content/pkg/PLAW-108publ458/html/PLAW-108publ458.htm 

5. Paperwork Reduction Act:  http://www.reginfo.gov/public/reginfo/pra.pdf 

6. OMB Circulars: https://www.whitehouse.gov/omb/information-for-
agencies/circulars/  

● OMB Circular A-108, Federal Agency Responsibilities for Review, Reporting, 
and Publication under the Privacy Act:  
https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/circulars/A108/o
mb_circular_a-108.pdf 

● OMB Circular A-123, Management's Responsibility for Enterprise Risk 
Management and Internal Control:  
https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2016
/m-16-17.pdf 

● OMB Circular A-130, Managing Information as a Strategic Resource:  
https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/circulars/A130/a1
30revised.pdf  

7. OMB Privacy-Related Guidance:  https://www.whitehouse.gov/omb/information-
regulatory-affairs/privacy/ 

● OMB Memorandum M-03-22, OMB Guidance for Implementing the Privacy 
Provisions of the E-Government Act of 2002:  
https://www.whitehouse.gov/wp-content/uploads/2017/11/203-M-03-22-OMB-
Guidance-for-Implementing-the-Privacy-Provisions-of-the-E-Government-Act-
of-2002-1.pdf  

● OMB Memorandum M-10-22, Guidance for Online Use of Web Measurement 
and Customization Technologies:  
https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2010
/m10-22.pdf   
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● OMB Memorandum M-10-23, Guidance for Agency Use of Third-Party 
Websites and Applications:  
https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2010
/m10-23.pdf  

● OMB Memorandum M-21-02, Fiscal Year 2020-2021 Guidance on Federal 
Information Security and Privacy Management Requirements:   
https://www.whitehouse.gov/wp-content/uploads/2020/11/M-21-02.pdf  

● OMB Memorandum M-17-06, Policies for Federal Agency Public Websites and 
Digital Services:   
https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2017
/m-17-06.pdf  

● OMB Memorandum M-17-09, Management of Federal High Value Assets:   
https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2017
/m-17-09.pdf 

● OMB Memorandum M-17-12, Preparing for and Responding to a Breach of 
Personally Identifiable Information:   
https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2017
/m-17-12_0.pdf 

8. NIST Guidance 

 

● NIST FIPS Publications:  http://csrc.nist.gov/publications/PubsFIPS.html 

● NIST Special Publications:  http://csrc.nist.gov/publications/PubsSPs.html 

o NIST 800-53, Security and Privacy Controls for Federal Information 
Systems and Organizations 

o NIST 800-122, Guide to Protecting the Confidentiality of Personally 
Identifiable Information (PII) 

9. DOI Privacy Program website:  https://www.doi.gov/privacy/privacy-program  

10. DOI Privacy Contacts: https://www.doi.gov/privacy/contacts   

11. DOI Privacy Policy for the Information Sharing Environment:  
https://www.doi.gov/sites/doi.gov/files/uploads/DOI%20Policy%20for%20the%20Info
rmation%20Sharing%20Environment.pdf 

 

Departmental Privacy and Civil Liberties Website:   

https://www.doi.gov/ocio/policy-mgmt-support/privacy/liberties    
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12. DOI Privacy Toolkit:   https://doimspp-
my.sharepoint.com/:f:/g/personal/vkaiser_ios_doi_gov/Er4bqNolf9ZCjaDOt83bjb4Bu
TlJCjDC-G-ZACyCphFViA  (Only accessible within the DOI network) 

13. DOI Privacy Policies and Resources:  https://www.doi.gov/privacy/policies-
references  

● Privacy Act of 1974, as amended (5 U.S.C. 552a) 

● Privacy Provisions of the E-Government Act of 2002 

● Office of Personnel Management Memorandum – Guidance on Protecting 
Federal Employee Social Security Numbers and Combating Identity Theft 
(June 18, 2007) 

● DOI Privacy Act Regulations (43 CFR Part 2, Subpart K)   

● DOI Privacy Departmental Manual Chapters (383 DM 1-13) 

● DOI Privacy Act Systems of Records Notices and Government-wide Notices 

● DOI Privacy Impact Assessment Guide 

● OCIO Directive 2016-003, DOI Mobile Applications Privacy Policy 

● DOI Internet Privacy Policy 

● DOI Web Standards Handbook (386 DM 3) 

14. DOI Privacy Breach Response Plan: https://doimspp-
my.sharepoint.com/:b:/g/personal/vkaiser_ios_doi_gov/Edu54RQ7iCFFkLi7YdyYi00
Bbzna6fn8zZN5EEvs8aHjrA (Only accessible within the DOI Network)   

15. DOI Human Resource Manual, Section 370 DM 752, “Discipline and Adverse 
Actions”:  https://www.doi.gov/sites/doi.gov/files/elips/documents/Chapter%20%207
52_%20DISCIPLINE%20AND%20ADVERSE%20ACTIONS.doc 

16. DOI Privacy Officials and Bureau/Office Associate Privacy Officers: 
https://www.doi.gov/privacy/contacts 

17. Departmental and Bureau/Office Information Collection Clearance Officers:    
https://www.doi.gov/ocio/pra_contacts  

18. Departmental and Bureau/Office FOIA Officers:  https://www.doi.gov/foia/contacts      

19. FOIA Resources: https://www.doi.gov/foia/news/guidance 

 

 

https://doimspp-my.sharepoint.com/:f:/g/personal/vkaiser_ios_doi_gov/Er4bqNolf9ZCjaDOt83bjb4BuTlJCjDC-G-ZACyCphFViA
https://doimspp-my.sharepoint.com/:f:/g/personal/vkaiser_ios_doi_gov/Er4bqNolf9ZCjaDOt83bjb4BuTlJCjDC-G-ZACyCphFViA
https://doimspp-my.sharepoint.com/:f:/g/personal/vkaiser_ios_doi_gov/Er4bqNolf9ZCjaDOt83bjb4BuTlJCjDC-G-ZACyCphFViA
https://www.doi.gov/privacy/policies-references
https://www.doi.gov/privacy/policies-references
https://doimspp-my.sharepoint.com/:b:/g/personal/vkaiser_ios_doi_gov/Edu54RQ7iCFFkLi7YdyYi00Bbzna6fn8zZN5EEvs8aHjrA
https://doimspp-my.sharepoint.com/:b:/g/personal/vkaiser_ios_doi_gov/Edu54RQ7iCFFkLi7YdyYi00Bbzna6fn8zZN5EEvs8aHjrA
https://doimspp-my.sharepoint.com/:b:/g/personal/vkaiser_ios_doi_gov/Edu54RQ7iCFFkLi7YdyYi00Bbzna6fn8zZN5EEvs8aHjrA
https://www.doi.gov/sites/doi.gov/files/elips/documents/Chapter%20%20752_%20DISCIPLINE%20AND%20ADVERSE%20ACTIONS.doc
https://www.doi.gov/sites/doi.gov/files/elips/documents/Chapter%20%20752_%20DISCIPLINE%20AND%20ADVERSE%20ACTIONS.doc
https://www.doi.gov/privacy/contacts
https://www.doi.gov/ocio/pra_contacts
https://www.doi.gov/foia/contacts
https://www.doi.gov/foia/news/guidance

